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1
Decision/action requested

It is proposed to add a new solution for key issue#8. SA3 is kindly requested to approve this contribution.
2
References

[1]
3GPP TS 33.839, v0.1.0
[2]
3GPP TS 23.558, v1.0.0
3
Rationale
The Edge Enabler Server should check the authorization for the service capability exposure to the EAS from the UDM via the NEF. 
It is proposed to approve the following changes for inclusion in TR 33.839[1].
4
Detailed proposal
*** START of CHANGE ***
6.X.1
Introduction
In clause 5.8 in TS 33.839[xx], it describes the key issue on service capability APIs exposed by the Edge Enabler Server to the Edge Application Server(s). It states that the Edge Application Server(s) should be authenticated and authorized, otherwise attackers would potentially be able to perform unauthorized access or trigger DoS attacks .This solution is proposed to address the security requirement for authentication and authorization in EES capability exposure in key issue #8.
In this solution, it is proposed the Edge Enabler Server check whether the EAS is allowed to be authorized for the service capability re-exposure by the 5GC and the UE (EES capabilities and 3GPP Core Network capabilities) via the NEF and the UDM.
6.X.2
Solution details

1. The Edge Application Server sends API request message to the Edge Enabler Server with the UE Identifier, related service exposure information and the Edge Application Server ID. 
2. If the service can be provided by EES directly, the Edge Enabler Server will check whether the EAS has the authorization token, and it will provide the exposure information to the authorized EAS as specified in clause 8.6.2 in TS 23.558[yy]. If the request service cannot be provided EES directly, may be the EES has not been authorized by 5G core network for the service exposure bases on SLA, the Edge Enabler Server shall request the NEF to verify whether the service is allows to be exposed to the EAS by the EES with EAS ID and the SLA from the UDM. The authentication and authorization between the EES and NEF reuses the mechanisms specified in clause 12 in TS 33.501[zz].
3. The NEF sends a request to the UDM to query whether it is allowed to expose the service to the EAS.
4. The UDM checks the service exposure authorization for the EAS.
5. The UDM returns the corresponding service exposure authorization information to the NEF. If the EAS is allowed to be authorized, the UDM returns the authorization identifier with 1. Otherwise, the UDM replies with 0.
6. After receiving the response message, the NEF send the verification response.
7. If the EAS is authorized, the Edge Enabler Server responds to the Edge Application Server with service exposure information to the EAS.
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Figure 1 The authorization for service capability APIs exposure to EAS
6.X.3
Solution Evaluation

TBD
*** END of CHANGE ***
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